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Static Application Security Testing

CodeSonar is a static application security testing solution (SAST) that helps you find and
understand security and quality defects in your source code or binaries.

Accelerate Application Security

Software teams are under constant pressure to deliver more content, with higher complexity, in
shorter timeframes, and with increased security and quality. CodeSecure has been a leader in

this field for over 15 years,
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Security. CodeSonar checks for the use of tainted data, buffer issues, dangerous memory
access, integer overflow, and other common security coding errors.

* Deep Analysis. CodeSecure builds a highly accurate abstract representation of your
application and uses that to examine all the paths through your code to find problems and
vulnerabilities. With this deep insight into issues, your team can decide when and how to
resolve them with confidence. With this deep insight into issues, your team can decide when
and how to resolve them with confidence.

Code Quality. CodeSonar detects memory leaks, dangerous memory access, and other
common causes of low-quality code.

Scale. Analyze projects of any size.

Integrations. CodeSonar ships with integrations to most popular development tools. It also
supports OASIS SARIF for the exchange of information with other tools in your DevSecOps
environment.

+ Code Performance. CodeSonar detects code that negatively affects performance, such as
unnecessary tests for nullness, the creation of redundant objects, or superfluous memory
writes.

Reporting. CodeSonar provides built-in reports for standards, such as MISRA, OWASP, and
CWE. CodeSonar also includes a custom report builder your organization can use to develop
a better understanding of the quality and security of your software projects. Export in PDF,
HTML, or XML so you can work the way you want to.

Team Support Comes Standard

Software development is a team sport, and we built CodeSonar to fit right in. Findings are
persistent and tracked across analyses, even if the location of the code changes in a file.
Annotate, rank, assign, search, and compare warnings in the hub or in your issue tracking
software. CodeSonar comes with integrations to a variety of commonly used development
tools, ensuring a smooth and rapid adoption for your team.

————— ~ = e —

=~
s

— U.S. Sales: 703.728.8511
E International Sales: +1.607.273.7340

Email: sales@CodeSecure.com
~——



Project Repositories IDEs Containers Orchestration Business Authentication
Management & Automation Intelligence
G.tH b :%ecllpse JASPM $% okta
b || g oa o o
' Jira ' Stadio & @ =\l Qlik@
GitLab docker & e o
Couse
D, ( Languages ) C

Java

DevSecOps Integration Built-In

Integrating CodeSonar into your software development environment will provide your team with
the accurate results they need. CodeSonar works in air-gapped, on-premise, distributed, and
cloud-based CI/CD environments for maximum flexibility and scalability. CodeSonar enables
the shift to DevSecOps by integrating with the most popular Cl tools, such as GitLab, GitHub,
Jenkins, and others.

» CodeSonar is highly scalable. It
can perform quick scans of a
developer’s changes, a full scan
during an integration build, and
anything in between. It can
operate in parallel and distributed
build environments.
These capabilities are available in
on-premise deployments,
including secure environments.
CodeSecure Cloud is available if
you have a geographically
dispersed team or a mandate to
move workloads into the cloud. You can even supply your own cloud infrastructure and
mange CodeSecure Cloud yourself.
+ With our Qlik and ArmorCode integrations, managers can monitor and report on the state of
their multiple projects.
+ Developers can view and remediate security issues and quality defects within their preferred
tool, and access more detailed information from the CodeSonar hub with just a couple of
mouse clicks.

’

Deep Insight

Finding problems is not sufficient. Developers need to understand a problem’s root cause and
impact in order to address it efficiently. CodeSonar provides comprehensive code browsing
capabilities, helping developers understand and fix issues rapidly.

+ See not only the warning, but the path leading up to it, along with a severity score based on
the type and likelihood of the error occurring. This allows rapid filtering and root cause
analysis.

* Help about why a warning is a warning is just a mouse click away.

+ CodeSonar reports on code metrics and quality trends over time to give the management
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teams the information they need about project health.
+ Visualized results and explore interactive charts inside of the CodeSonar hub, or exported via
SARIF, XML, or CSV and analyze your data in third-party applications.

- ngx_alloc() /_w/nginx/nginx/src/os/unix/ngx_alloc.c

A
A 18 ngx_alloc(size_t size, ngx_log_t *log)
19 {

20 void *p;
21
A22 p = malloc(size);
Integer Overflow of Allocation Size B
. lfthe muupl icatio n 2t ngx evan(l:'lﬁz rﬂ lows, then ma1loc () may allocate les: expected; this might result in buffer overruns later.
The allocation size is s 51096 * cycle —>connection_n, which Is bc reed balo by 0.
The issue can occur if the hlghllgmed code executes. J code | ngx_alloc o8 - -
gﬁe related events 14 and 19. Textual Descrl ptlons
ow: All events | Only primary events 17 void *
v %g ?gx_a'llnc(sue_t size, ngx_log_t *log) Easy, Clear textual
B descriptions describe
22 p = malloc(size); p .
23 if (p == NULL) {
BT o arerrer (NoX_LoG_EMERS, Log, what the problem is.
757 return NGX_ERROR; . - -
158 } Path Visualization
;g? ¢ = cycle->connections; Shaded baCkgrOUI’]d
A 762 cycle->read_events = ngx_alloc(sizeof(ngx_event_t) * cycle->connection_n, and annotat'ons

« This multiplication may overflow and it is used as the allocation size later. explal n the defeCt path -
A v hide

L Event17: 96 x cycle->connection_n is passed to ngx_alloc() as the first argument. e
763 [-] cycle->log);

Call Tree Visualization

To understand how a
function fits in the

larger application.

ngx_resolver_udp_read ngx_resolver_process_r... ngx_resolver_process_... ngx_sort ngx_alloc

[23 more]

Use Cases

+ Software is driving innovation in embedded solutions, including a greater reliance on
connectivity for control and monitoring. This has increased the number of threat surfaces,
and developers can no longer count on “security through anonymity”. Adding SAST to their
development process allows organizations to ensure more reliable and secure operation of
their embedded solutions.

+ SAST can increase the safety and reliability of enterprises solutions, either built in-house or
by a third party. By scanning code as they write it, or by doing binary static analysis on third-
party code, organizations can improve quality and increase business continuity.

+ Certification can be costly. CodeSonar is certified for ISO 26262, IEC 61508, and EN 50128
projects, has checkers for all major coding standard, and it has powerful reporting features
that let you assemble your evidence quickly.

The CodeSecure Difference

Deep analysis. CodeSonar’s advanced analysis engine handles the largest codebases and
helps developers pinpoint defects with greater precision.

Multi-language support. Analyze C/C++, Java, C#, Kotlin, Python, GO, Rust, JavaScript,
TypeScript, or binaries.

Functional safety. CodeSonar is pre-qualified for the highest levels of safety for the IEC
61508, 1ISO 26262, and CENELEC EN 50128 standards. Artifacts for qualification according to
DO 178C / DO-330 are also available.

Flexible deployment. On-premises, air-gapped, or cloud hosted options are available.
Binary analysis. Analyze legacy applications or third-party binaries.
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CodeSonar C/C++
Compiler Model Support

ARM Real View «  TASKING +  SHARC, TigerSHARC
Clang +  Green Hills +  Blackfin

Gnu *  Wind River «  CodeVision

Microsoft +  QNX - MPLAB

Freescale +  Keil + Texas Instruments
CodeWarrior *  Borland «  Cosmic

IAR * Intel * Hi-Tech

Functional Safety

+ Pre-qualified for the highest levels of safety for the IEC 61508, ISO 26262, and
CENELEC EN 50128 standards.
+ Artifacts for qualification according to DO-178C / DO-330 are also available.

Safety and Security Standards

- Safety Critical: MISRA C 2023, MISRA C++, AUTOSAR C++ 14, JSF++
+ Security: CERT, DISA STIG, OWASP, CWE

CodeSonar Java and C#

Warning Classes

Security Quality
Warning Classes Reference Nullness
Injections Cookies Approximation Bad Eq
Cryptography Passwords Close Resource  Equals Hash Code
External Entity LDAP Dead Code
Language Support
+ C/C++ + Kotlin * Rust
+ Java + Python + JavaScript
« C# + Go + TypeScript
IDE Support

« Visual Studio Code

+ Visual Studio
* Eclipse

System Requirements

* Host: Windows, Linux, FreeBSD, NetBSD

- Hardware: 2+ Cores, 2+GB of RAM, 15+GB of disk

« Compilers: Supports most popular and embedded compilers

+ Languages: C/C++, Java, C#, Kotlin, Python. Go, Rust, JavaScript, TypeScript,
and Binaries
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